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DEPARTMENT . . .SENSE 1. CLEA. £ AND SAFEGUARDING
CONTRACT SECURITY CLASSIFICATION SPECIFICATION a. FACILITY CLEARANCE REQUIRED
TOP SECRET
[The requirements of the DoD industrial Security Menual spply b. LEVEL OF SAFEGUARDING REQUIRED
o 3l 3spects of this effort) Top Sccrct )
2. THIS SEECIEICATION IS FOR: (X and complete as applicable) 3. THIS SPECIFICATION IS: (X and compiete as applicabie)
8, PRIME CONTRACT NUMBER a. ORIGINAL (Complate éale in afl casas) Date (YYYYMMDD)
O] . X ' 20040516
b. SUBCONTRACT NUMBER b, REVISED (Supersedes | Revition No, Oats (YYYYMMOD]
D afl pravieus spece)
c SOLICITATION OR OTHER NUMBER Due Date {YYYYMMDD) ¢ FINAL (Combmn flom 5} alf cases) Dale (YYYYMMDD)
<] | WO11W4-04-R-0005 20040428 O
4. 1S THIS A FOLLOW-ON CONTRACT? I 0 YES | B3 [ NO. If Yes complete the following
Classified material received or generated under {Preceding Contract Numboer) is transferred to thie follow-on contract
5. IS THIS A FINAL DD FORM 2547 | a l YES | -Q l ND. If Yes camiplete the following
In responsa to the contractor's request dated , fatention of the identified classifiad material is authorized for the pariod of .
8. CONTRACTOR (include Cammercial snd Government Entity { CAGE) Code
a. NANE, ADDRESS, AND ZIP CODE b, CAGE CODE ¢. COGNIZANT SECURITY OFFICE (Name, Addresr, and Zip Code}

————————————
7. SUBCONTRACTOR
8. NAME, ADDRESS, AND ZIP CODE b. CAGE CODE &. COGNIZANT SECURITY OFFIGES ( Name, Addrts, g Zip Code)

8. ACTUAL PERFORMANCE
=, LOGATION b CAGECODE [ c. COGNIZANT SECURITY OFFICE {Name, Addrees, and 210 Code]

+

9, GENERAL IDENTIFIGATION OF THIS PROCYREMENT

Intelligence, Security and Information Operations Support, Technical Writers; Trojan Classic and Spirit, Army industrial
Security Program - OMNIBUS :

10._THIS CONTRACT WILL REQUIRE ACCESS TO: YES | NO | 11. IN PERFORMING THIS CONTRACT, THE CONTRAGTOR WILL: YES | NO
8. COMMUNICATIONS SECURRTY (COMSET) | pd [[] [® HAVEACCESSTO CLASSIFIED INFORMATION ONLY AT ANGTHER O
INFORMATION : CONTRACTOR'S FACILITY OR A GOVERNMENT ACTMITY
b, RESTRICTED DATA D] (] b, RECEIVE CLASSIFIED DOCUMENTS ONLY 5] D
. _‘1_—_. e —— e ——— - -
= CRTICAL NUCLEAR WEAPGN DESIGN INFORMATION [J_| = RECENVE AND GENERATE CLASSIF/ED WATERIAL 0
. FORVERLY RESTRICTED DATA: E [l] d. FABRICATE, MODIFY, OR STORE CUASSIFIED HAROWARE g ﬁ
[ & INTELLIGENCE INFORMATIGN: o, PERFORM SERVICES ONLY T ]
(17 Sensliva Compertmentad Information (5C1) R [ OO [ RAVE AGGESS TO U.S. CTAERIFIED INFORMATION OUTSIOE THE U5 PUCRTS ay
RICO, U.S. POSSESEIONS AND TRUST TERRITORIES
() Non-BCr U | X |u BEAUTHORIZED T USE THE SERVICES OF DEFENSE TECHNIGAL X 1 [
INFORMATION CENTER (OTIC) OR OTHER SECONDARY DISTRIBUTION CENTER
1. SPECIAL ACCKSS INFORMATION & | [0 [™ REQUIRE A COMSEC ACCOUNT X | [
—————————. v p——a. '
9. NATO INFORMATION D 1. HAVE A TEMPEST REQUIREMENT D E
e
R FOREIGN GOVERNMENT INFORMATION [ L[|+ WAVE GPERATIONS SECURTTY [5FSEC) REGURENENTS =
. IRMATIO) B E ATTHORTZED 76 Do e Tt e M
t. LIMITED DISSEMINATION INFORMATION k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERWVIC! = L |
. FOR OFFICIAL USE F TION -
Il ONLY INFORMATIO E I, OTHER (Speci. @
T OTHER Speaiy) U TR

DD Form 254, DEC 1999 Previous editions are obsolete
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42. PUBLIC RELEASE, Any informatien (claasiffed or unclazaified) prriaining te this contract shall nat be released far pubhc dissemination axcant as proviged by the Industrial
Security Manual or uniczs it has been approved for public relarsa by appropriste U.S. G vent authority, Proposed public refaase shall ba submitted tor approvel prier to missss

[ I B

PUBLIC RELEASE OF SCI 1S NOT AUTHORIZED

19 the Diractorato for Eraadom of information end Security Review, Officn of the Assistant Seorelary of Defanse (Public Affalra)* for raview,
iy n- sar Agonciog, requasts for disclosure shall be submilled Io that

13, SECURITY GUIDANCE. The sacurity classification puldance noeded for this effort s idnnnﬁnd belew. If any dilficuity {2 encounterad in spplying this guldence or If By othar contributing factor indl cates
anead for changes in thia quidanos, the contracior is auihorizrd and ancouraged to grovide racommended chenges: o cheilenge the guidance ar classification asxigned la any infsrmation or matedal
furnished or generated undar is contract, and fo submit any questions for interpratation of iz puidance 9 the official idontified below, Pending final docision, the information invelved shall br handied! and
protected st the highast leve! of cigssification assigned or recommended. {an @5 appropriate for the classifiad efforl. Affach, or forward under separete cormespondence, any document/yuidesiextrsit s
rferciced herein. Add adalional pages As Io provide

SEE SECTION 13 CONTINUATION SECTION AT THE BOTTOM OF THIS FORM

contractusi ciauses in the cont ide an appropriale Hatement which ientfles ihe rdgitianal requiremonts, Provide & copy of the requirements
fo the cognizant securly office. Use tem 13 li pdmkma! tpace Js needed.)

SEE SCI ADDENDUM

14. ADDITIONAL SECURITY REQUIRBI&NTS stlmmenu in addition ko 1SM requirements, ara established for this contract. (I Yes, idantity the pertinent Yas l ﬁl No

15, INSPECTIONS. Elamanis of this oonirac! are outside the Inspaction responsibiflly of the coanizant secusity office. (If Yes, explait and d:nfilyspl:ﬁc Irees or Yot Na
slemenis carved oul and (he aclivly responsidie for inspections. Uswk fem 13 ¥ addiional space I3 needed,

SEE SCI ADDENDUM

16. CERTIFICATION AND SIGNATURE. Security requiroments statad herein are complete and adequate for safeguarding the classified Information to be released or
gémerated under this classifled effort._ Al questions shail be refarred to the official named below.
8. TYPED NAME DF CERTIFYING OFFIGIAL u. TITLE . TELEPHONE (incivsa Argp Code)

Lisa Gearhart Tndus Sec Spec ' 703-428-4377

4. ADORESS (inciude ZIP Cods)

8825 Beulah Sfreet
Fort Belvoir, VA 22060-5246

17. REQUIRED DISTRIBUTION

1. CONTRACTOR

B

b. BUBCONTRACTOR

& COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRAGTOR
/. SIGNATURE

o Lt

DD Form 254 (BACK), DEC 1999

4. U.5. ACTIVITY REBPONEIBLE FOR OVERSEAS BECURITY ADMINIS TRATION
8. ADMINIBTRATIVE

fofi

I. OTHERE AS NECTSSARY




87/08/2804 15:86 7034284914 PAGE 84/11

May-17-2@24 1¥:45 SR LNSUANT PRI TN 1 o Yot .

et e e Wi uny N3t WUBMILE Y0 IMArPraKation of Ma pL0Bncs (o tho official idanded below, - finat doclslan, e Infarmafien myilved shall kanandied sevd
oretneiad al e hihwat léva] 21 dassiiestion amignad ar| W, &8 in o5 wopraat Jor ins camifed effalt, Alivch, of o ponrale comampontencs, gy oo I TV
nsmncad nosain, Add addiioaal pagar Az merded lo provios o & guitanes,

See SC| Addendum Attachment;

ltem 10a, e, f, h, . and 113, See attachement; o

ltem 10g.-Actess to NATQ Information will bolster capabilties during times of deployment and will give the contractor access

io the NATO Insensitive Munitiane Information Center {NIMIC) thereby sllowing us to have inereased weapons gafoty in

combat and peace ime operations;

Item 11c.~Clansified material shall be safeguarded and marked in accordance with the National Industrial Security Program

Operating Manual (NISPOM-DoD 5220.22M). Instructions govemning the classification, downgrading, and/er declassifications

of documents generated by the contractor will be provided by the COR for each individual task order;

ltem 11d.-Ramovable, classifiad hard drives for parsonnel computers will require storage in a GSA approved storage

container. STUs/STES will be handled 1AW government guldance.

Item 11e.-Contract/subeantract inciudes, but is not kmited to engineer servicas, administrative, finance/budget and technical

writers. Classiication markings on the material to be fumished will provide the classlfication guidence necessary for

performance of this contract/subcontract;

Item 111.-Access {o classified material outside the Unitad States (s restricted to U.S, Government Activities only;

1 ltem 11g.-DTIC provides accass to the Technical Bibliographic database of Defense-sponsored reseacch, developmaent, teet
and evaluation (RDT&E) efforts, This access prevents duplication of efforts which saves countless man-hours and

contributes to the timely and efficient completion of our mission; ,

Item 11i.-Operational Security (OPSEC) shall be in accordance with the NISPOM, DD Form 1423, DD Form 1654, AR 5301,

and the Industrial Security Operation Gulde;

TOP SECRET security clearance must be based on'a current (within five years) Single Scope Background Investigation.

Pareonnel must additionally meet the eligibility requirements of DCID 6/4. For some of the tasks, parsonine! must take and

pass a Department of the Army Gounterintelligence Scope Polygraph (CSP) examination prior to access. NSA, DaD, CIA and

other miltary services CSP examinations may be accepted only on the recommendation of the INSCOM Polygraph Pragram .

Manager. Additionally, they are subject to random, aperiedic CSP examinations:

ltem 17f.-(continued) |

1. Contractor Suppart Dlvigian .

2, Contract Monltor

See Attached U.S. Army Addendum to DD Form 254, The securily requirements identified within this BD Form 254 are

oompl:;: T:;d adequate for safeguarding classiffed information relatad to thie cassifled contract. This DD Form 254 is
appro :

OMNIBUS C nitors ‘

B2 2546204 |
NALD T, AN

USAINSCOM, CONTRACTOR SUPPORT ELEMENT . ‘

Contrector Operations .

ATTN: IASE-CS, BLDG 4654 Lieweflyn Avenue, FT. Meade, MD 20755-5910

L. 700 Ferecsns o Thedi e U v 10t B8O - HZ6GLEBTOE XV VIT60 MEL  b0/Ese0 -
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US ARMY SCI ADDENDUM TO DD FORM 254, 12 February 2003

XXX (1) This contract requires access to Sensitive Compartmented Information (SCI). The Commander, US
Army Intelligence and Security Command (INSCOM), acting on behalf of the DA Deputy Chief of Staff (DCS),
G-2 as the Cognizant Security Authority (CSA) for the US Army, has exclusive security responsibility for all
SCI released to the contractor or developed under the contract and held within the Contractor's SCI Facility
(SCIF) or Co-utilization Agreement (CUA) SCIF. The Defense Intelligence Agency (DIA) has security
inspection responsibility for SCI and the Defense Security Service (DSS) retains responsibility for all collateral
information released or developed under the contract and held within the DoD Contractor's SCIF. The manuals,
regulations and directives checked below provide the necessary guidance for physical, personnel, and
information sccurity for safeguarding SCI, and are part of the security classification specification for this
contract:
XXXDoD 5105.21-M-1, SCI Security Manual, Administrative Security
XXXDoD TS-5105.21-M-2, SCI Manual, COMINT Policy

DoD TS-5105.21-M-3, TK policy
XXXDCID 6/3, Protecting Sensitive Compartmented Information within Information Systems
XXXDCID 6/9, Physical Sccurity Standards for Sensitive Compartmented Information Facilities
XXXDIAM 50-4, DoD Intelligence Information System.
XXXDIAM 50-24, Sccurity for Using Communications Equipment in a SCIF.
XXXAR 380-19, Information System Security
XXXAR 380-28, DA Special Security System
XXXAR 380-381, Special Access Programs (SAPS).
XXXArmy Handbook for SCI Contracts. .
XXX Other

XXX (2) Contract estimated completion date: 20050930 (NOTE: Section “F” of the contract normally
provides the Period of Performance. Option years are not to be included, as an option is not valid until
exercised by the government.)

XXX _(3) The name, telephone number, email address and mailing address of the Contract Monitor (CM) for
the SCI portion of this contract is: Pettit, Robert G rgpetti@inscom.army.mil 8825 BEULAH STREET FT
BELVOIR, VA (Additionally, identify the Security POC & phone number and email address at the
contractor’s/subcontractor’s location): Not Determined Yet 703-428-4377 unknown@aol.com

XXX (4) All DD Forms 254 prepared for subcontracts involving access to SCI under this contract must be

forwarded to the CM for approval and then to HQ INSCOM, ACofS Security, G2, Contractor Support Element
(CSE) for review and concurrence prior to award of the subcontract.

XXX (5) The contractor will submit the request for SCI visit certifications through the CM for approval of the

visit. The certification request must arrive at the Contractor Support Element at least ten (10) working days
prior to the visit.

XXX (6) The contractor will not reproduce any SCI related material without prior written permission of the
CM.
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- XXX (7) Security Classification Guides or extracts are attached or will be provided under separate cover,

XXX (8) Electronic processing of SCI requires accreditation of the equipment in accordance with DCID 6/3,
DIAM 50-4, and AR 380-19 (Note: Check only if item 111 indicates that a requirement exists for SCI AIS
processing.)

(9) This contract requires a contractor SCIF.

XXX (10) This contract requires [X] (ST) X (TK) [X] (G) [X] (HCS) (Add others as required) NATO Secret

XXX (11) The contractor will perform SCI work under this contract at the following locations: The contractor
will perform SCI work under this contract at, but not limited to the following locations: HQ, INSCOM, 8825

Beulah Street, FT Belvoir, VA; HQDA, DCS, G-2, ATTN: DAMI-CD, 1000 Army Pentagon (2E363),
Washington, DC 20310-1000; Hawaii; Germany;
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- ATTACHMENT 1.
Item 10.a & 11 h.

ADDITIONAL SECURITY GUIDELINES FOR COMSEC

Provided by Security Support Division
Directorate for Intelligence and Information Security

ADDITIONAL COMSEC GUIDELINES

.. Contractor Generated COMSEC Material: Any material generated by the contractor (including, but pot
* limjted to: carrespondence, drawings, models, mackups, photographs, schematics, status programs and
special inspection reports, engineering notes, computations and training aids) will be classified according
to its own content. Classification guidance will be taken from other elements of this Contract Security
Classification Specification, DD Form 254, Government furnished equipment or data, or special fnstructions
issued by the Contracting Officer, or his/her duly mppointed tepresentative. For purpose of classification,

all TEMPEST information is gaverned by the policies contained in AR 380-19-1(C).

REQUIREMENTS

L

Contractor employees or cleared commercial carriers shall not carry clessified COMSEC material
on commercial passenger aircraft anywhere in the world without the approval of the procuring and/or
the admnistrative contracting officer. Strict adherence to AR 38040, chapter 2 is required.

No contractor generated COMSEC or governmnent furnished material may be provided to the Defense
Technical Information Center (DTIC). Contractor generated technjcal reports will bear the statement
“Not Releasable to the Defense Technical Information Center per DOD Directive 5100-3 g

No contractor penerated COMSEC or government furnished material may be provided to the Defense
Documenpgon Center. Contractor generated technical reports will bear the statement “Not
Releasable fo the Defense Documentation Center per DOD Instruction 5100.28."

5 ‘.
Clasgsified pai'pe'a“_ COMSEC mam}al may be destroyed my burning , pulping, or pulverizing. When
2 method othér than burning is, nsed, all residue must be reduced to pieces Smm or smaller in any

dimension. When'classified COMSEC materia] other than paper is to be destroyed, specific guidance

must be obtained from the User Agency.

The following downgrading and. declassification notation applies to all classified COMSEC
information provided-to and generated by the contractor:

* DERIVED FROM: NSA/CSSM-123-2

DECLASSIFY ON: Source marked "OADR" .
DATE OF SOURCE: (Date of document from which information is derived)

All contractor personnel to be granted access to classified COMSEC information must be U.S.

citizens granted FINAL clearance by the government prior to being given access. Immigrant aliens,

interim cleared personnel, or personnel holding 2 contractor granted CONFIDENTIAL clearance are
not eligible for access to classified COMSEC information released or generated under this contract
without the express permission of the Director, NSA. Coentractor personnel having access to TOP
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SECRET COMSEC material must comply with AR, 380-40, Chapter 8 and be registered in the

Department of the Army Cryptographic Access Program (DACAP).

Unclassified COMSEC information released or generated under this contract shall be restricted in
its dissemination to personnel involved in the contract, Release in open literarure or exhibition of
such information without the express written permission of the Director, NSaA, is strictly prohibited.

Recipients of COMSEC information under this contract may not release information to subcaontractors
without permission of the User Agency,

The requirements of DOD 5220-22-M National Industrial Security Program Operating Manual
(NISPOM) and COMSEC Supplements are applicable to this effort.

Additional notices to be affixed to the cover and title or first page of contractor generated COMSEC

docurnents:

a. "COMSEC MATERIAL - ACCESS BY CONTRACYOR PERSONNEL RESTRICTED TO
U.S. CITIZENS HOLDING FINAL GOVERNMENT CLEARANCE.

b. THIS PUBLICATION OR INFORMATION IT CONTAINS MAY NOT BE RELEASED
TO FOREIGN NATIONALS WITHOUT PRIOR SPECIFIC APPROVAL FROM THE
DIRECTOR, NSA. ALL APPROVALS WILL IDENTIFY THE . SPECIFIC.
INFORMATION AND COPIES OF THIS PUBLICATION AUTHORIZED FOR
RELEASE TO SPECIFIC FOREIGN HOLDERS. ALL REQUESTS FOR ADDITIONAL
ISSUANCES MUST RECEIVE PRIOR SPECIFIC APPROVAL FROM THE DIRECTOR,
Nsa.r

. A "
The contractor is required to comply with all applicable provisions of the following references:

‘AR, 380-40

a.

h. AR710.2

c. TB 380-41

d. DA:Bam 25-16

e. DA Pam 25-380-2

Classifised COMSEC material and cryptographic keys will be controlled and accounted for under &
duly established COMSEC account in accordance with AR 380-40 or;

Classified COMSEC material and cryptographic keys will be controlled and accounted for as 2 hand
receipt holder of a duly established COMSEC account in accordance with AR 380-40.

Controlled Cryptographic Items (CCI) and other unclassified materials will be managed and
accounted for using standard logistics policies contained in AR 710-2. .
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ATTACHMENT

Tiem 10.e. : )
: INTELLIGENCE MATERIALS ACCESS REQUIREMENTS

Provided by Security Support Division
 Directorate for Intelligence and Information Security

Any intelligence materials 50 provided will be disseminated solely, by the ATSD, and will be accompanied
by both a Letter of Instruction governing control of the materials provided, and a Letter of Transmittal,
identifying the materials loaned and the duration of the losn.
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‘ ATTACHMENT 3
i Item 10.j.

SAFEGUARDING "FOR OFFICIAL USE ONLY" (FOUO) INFORMATION

Pravided by Security Support Division
Directorate for Intelligence and Information Security

The "For Official Use Only" (FOUO) marking is assigned to information at the time of its creation
in a DoD User Agency. It is not authorized as a substitute for a security classification marking but
it is used on official govemment information that maybe withheld from the public under exemptions
2 through 9 of the Freedom of Information Act.

Other non-security markings, such as "Limjted Official Use” and "Official Use Only" are uged by
non-DoD User Agencies for the same type of information and should be safepuarded and handled in
accordance with instructions received fom such agencies.

Use of the above markings does not mean that the information cannot be released to the public, only
that it must be reviewed by the Government prior to its release to determine whether a significant and
legitimate government purpose is served by withholding the information or portions of it.

IDENTIFICATION MARKINGS:

a. An unclassified document containing FOUO information will be marked "FOR OFFICIAL
USE ONLY" at the battom of the front cover (if any), on the first page, one each page
containing FOUO information, on the back page, and on the cutside of the back cover (if
any). No portion markings will be showr.

b. Within a classified document, an individual page that contains FOUO and c¢lassified
information will be marked at the top and bottom with the highest security classification
appearing on the page. If an individual portion containg FOUO information but no
classified information, the portion will be marked, "FOUQ".

. Any"FOR OFFICIAL USE ONLY" information relessed to a contractor by 2 DoD User
Agency is.required to be marked with the following statement prior to transfer:

THIS DOCUMENT CONTAINS INFORMATION EXEMPT FROM MANDATORY

DISCLOSURE UNDER THE FOIA, EXEMPTIONS______ APPLY

d. Removal of the “FOR OFFICIAL USE ONLY'_,;emarking can anly be accomplished by the
originator or other competent authority, When "FOR OFFICIAL USE ONLY™" status is
terminated, all known holders wilj be notified 10 the extent practical,

DISSEMINATION: Contractors may disseminate "FOR OFFICLAL USE ONLY" information to
their employees and snbeontractors wha have 2 need for the information in connection with a
classified contract. : '

STORAGE: During working hours, "FOR OFFICIAL USE ONLY™ information shall be placed in
an out-of-sight lacation if the work area is accessible to persons who do not have a need for the
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information. During nonworking hours, the information shall be stored ]
or AWOrK 2 to prec| i
access. Filing such material with other classified records in unlocked files or dzsks,‘%xgi:llmox::

is not exercised, Jocked buildings o rooms will provide adequate after-h i
material can be stored in locked receptacles such as file cabin:g, desks orb::m protection or the

TRANSMISSION: "FOR OFFICIAL USE ONLY" information may be seut v: .
parcel post. Bulky shipments may be sent by fourth-class mail, y be sent via first-class maij or

DISPOSITION: When no lomger needed FOUOQ information me: be.dis ' tearing eac
1Az s y posed of by tearing each

Copy into pieces to preclude reconstructing, and plaeing it } i £

o ' tmg, placing 1t in a regular trash container or as directed

UNAUTHORIZED DISCLOSURE: Unavthorized disclosure of "FOR OFFIC, ONL

- [ . - IAL "
information d_oos nat constitute a security violation but the releasing agency should bevgomedyof
any unauthorized disclosure. The upauthorized disclosure of FOUOQ information protected by th
Privacy Act may result in criminal sanctions. N



